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=24 WREEIERED, SEEICABRR LA E DHCP &I, XEANEICABAER 1P itk (192.168.1.X),
HE RO R ECA B EER 1P ik 192.168.1.X, LBUAE)TTLLIT418R GUI;, X METYZ%1E,

TERTRT Mac ZiCARNM DHCP BRS5uR CIFREN 1P itk DU TR S 2R 41 1R 28RO,

Location: | Automatic

Status: Connected
USE Ethernet is currentiy active and has the

P ':u!.-.Fil s = IP address 192.168.1.3.
GT“"“'jtrhf’"e‘ &5 Configure IPv4 /|| Using DHCP |
@ Bluetooth PAN g IP Address: 192.168.1.3

ey Lol Subnet Mask: 255.255.255.240
P Thund...t Bridge i

Not Connected b2t Router: 192.168.1.1
¢ VPN-RTP A DNS Server: 10.10.10.1

Not Connected ]
L VPN-S) fa Search Domains:

Mot Connectied sl

7
o e o Advanced &2
Assist me... Revert Apply
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Network

T WiFi
Wi-Fi B DNS WINS  802.1X  Proxies Hardware
Configure IPv4: Using DHCP <
IPv4 Address: 10.32.172.140 Renew DHCP Lease
Subnet Mask: 255.255.252.0 DHCP Client ID: =
[ If required ) %’a
Router: 10.32.172.1 %,:\
Configure IPv6: Automatically <
Router:
IPvE Address:
Prefix Length:
? Cancel OK

TEETRT Windows PC _ERIRMLIZE RG] (FFi8 > BT > CMD > ipconfig) .

ER C\Windows\systern32\cmd.exe

i er emo »ipconf ig

IP Configuration

=t adapter Local Ar

ERMERE TERE

PR

1 RIADEREITENIAY IP HlE A 192.168.1.x, FRAEFTFH Web X328 (BRIFZE Chrome F Safari) , AT

URL: http://192.168.1.1, HERBHEERUTRE.
EE ARBEZIMERNER, EAXNRERITEELSBIESHEEN,
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REBREERMK,, BHITUTERE:
« SIZHREESMK, 2R, BHI40 admin,
* RIMHIHEESAMKF S, B0 Ciscol23,
- IR,
* Ry “Start” (FF48) REHRE.

g2  EREHIER, K “General Settings” (FHIRE) FeP, RBFREBENUTAR:
- TEIEHIZRRRGEBTR
- BR/HX KT
- HETREX
* NTP fR5588 (FI3k)
* AAA fRS5E8
c TEEBRE
« %0

« B VLAN ID, HNREHFAE (R 0) , MAFERRAE VLAN X0 BB M LEA e inm O

« IPv4
- B8 1P Hhhik
- FRHEE
« BRIARI X
« DHCP fR5528

¢ [Pv6
« [Pv6 Hihit

AR [@RER JavaScript FEMITEVSANMES (BHSHE) . BB NEERS  AIFIALE
B, TERENRFZEERIHRET BEBIMNATEIZH 2,
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&1: EExRg

aliali i ]
Al Configuration Setup Wizard

1. General Settings

Deployment Made Standalone v
Country us [+]
Date 03 Oct 2018
Time / Timezone 10:35:12 @ /| india v
NTP Servers Enter NTP Server [+]
Added NTP servers
1021121 @
AAA Servers Enter Radius Server IP || Enter Key | Q
Added AA servers
9121222 ]
10.22.22.12 a

Wireless Management Settings

Port Number GigabitEthernet2 v
VLAN® 88
1Py v

Wireless Management Settings
Port Number | GigabitEthernet2 v |
VLAN* | 88
IPva ¥
Wireless Management IP* 88.12.12.11
Subnet Mask* ! 255.2565.255.0
Default Gateway (optional) | 88.12.12.1
Management VLAN DHCP Server | x.x.x.x (optional)
IPv6 ¥4
IPv6 Address* | FD09:9:2:49::1/64 I

PRI B =FHE: Standalone (JH3Z) . Active (7EBH) . Standby (FF#1)
(15 MUREER AU 1P, =2 IP FIFMBIREEIRE HA SSO %) .

(Active [;&zf] 1 Standby

13



alvile Gonfiguration Setup Wizard

cisco

Deployment Mode Swndalone v

Country g 0
Stand!

Date B o

Time / Timezone “10s2 [ ran v

NTP Servers Enter NTP Server [+]
Added NTP servers

AAA Servers Enter Radius Server IP Enter Kay LA+
Addod AAA servers

Wireless Management Settings

Port Number GigabitEthernet2 v

VLAN® 1-4084

1Pvd %]

%34  7E Wireless Networks Settings (TZAWLBIRE) FET, 7 “Bmployee” (RAT) XiF, FAFREASUTAA:
* 48 & FR/SSID
« &4, i, WPA/WPA2 DA

« WPA/WPA2 DA - 1204 (PSK/FI# Ciscol23, FHHEIAOS)

Add Network

Network Name*

Enter Network Name

Network Type ® Employee Guest

Security WPA2 Personal v |

WPA2 Enterprise

——

45 (AIi%&) 7£ Wireless Networks Settings (TLZEM4KIRE) FET, 7 “Guest” (HF) XiF, FIAFRETSU
TRA:

« MILRZFR/SSID, a0, guest
&, fla, Web BE

14



B 2: (£ Web BRI EEZEMEHITI

Add Network

Network Name* ‘ guest

Network Type Employee @ Guest

Security ‘ webconsent ¥

webauth

consent

webconsent

LY 7fEAdvanced Settings (SR E) BET, 1€ “RF Parameter Optimization” (RF SE{f{t) Xiz
B, BITUTRE: BEFREBEEEA “Low” (€) . “Typical” (#2EY) 3 “High” (&) .

FCE RF JREZEENY RF 4, B8N “Data and Voice” (BUBFNIEE) .

XNF VM II=EE, BRINERTSER AP FERIUED, WTEMAR.

Client Density « L 3
Low Typical High
RF Group Name* default ]
Traffic Type Data and Voice v ]
Virtual IP Address 192.0.2.1
AP Certificate
Generate Certificate YES [ ]
RSA Key-Size 2048 v
Signature Algerithm :rTaw v
Password* . @

[ roims | s |
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AR CLI R T %4+ “Low” ({if) . “Typical” (B28Y) B “High” (5) BF inZENRIEIAME:
HMAEFIREE 802.11a

ap dotll 5ghz rrm txpower min -10

ap dotll 5ghz rrm txpower max 30

ap dotll 5ghz rrm tpc-threshold -70

ap dotll 5ghz rx-sop threshold auto

ap dotll 5ghz rrm coverage data rssi-threshold -80
ap dotll 5ghz rrm coverage voice rssi-threshold -80
ap dotll 5ghz rrm coverage level global 3

ap dotll 5ghz cleanair

no ap dotll 5ghz rrm channel cleanair-event

ap dotll 5ghz rate RATE 12M mandatory

ap dotll 5ghz rate RATE 9M supported

ap dotll 5ghz rate RATE 6M disable

no ap dotll 5ghz rrm channel cleanair-event
wireless client band-select client-rssi -80

BSEFIREE 802.11a

ap dotll 5ghz rrm txpower min 7

ap dotll 5ghz rrm txpower max 30

ap dotll 5ghz rrm tpc-threshold -65

ap dotll 5ghz rx-sop threshold -78

ap dotll 5ghz rrm coverage data rssi-threshold -80
ap dotll 5ghz rrm coverage voice rssi-threshold -80
ap dotll 5ghz rrm coverage level global 3

ap dotll 5ghz cleanair

no ap dotll 5ghz rrm channel cleanair-event

ap dotll 5ghz rate RATE 12M mandatory

ap dotll 5ghz rate RATE 9M supported

ap dotll 5ghz rate RATE 6M disable

no ap dotll 5ghz rrm channel cleanair-event
wireless client band-select client-rssi -80

{REFIREE 802.11a

ap dotll 5ghz rrm txpower min -10

ap dotll 5ghz rrm txpower max 30

ap dotll 5ghz rrm tpc-threshold -60

ap dotll 5ghz rx-sop threshold -80

ap dotll 5ghz rrm coverage data rssi-threshold -90
ap dotll 5ghz rrm coverage voice rssi-threshold -90
ap dotll 5ghz rrm coverage level global 2

ap dotll 5ghz cleanair

no ap dotll 5ghz rrm channel cleanair-event

no wireless client band-select client-rssi

HEIE FUREE 802.11bg

ap dotll 24ghz rrm txpower min -10

ap dotll 24ghz rrm txpower max 30

ap dotll 24ghz rrm tpc-threshold -70

ap dotll 24ghz rx-sop threshold auto

ap dotll 24ghz rrm coverage data rssi-threshold -80
ap dotll 24ghz rrm coverage voice rssi-threshold -80
ap dotll 24ghz rrm coverage level global 3

ap dotll 24ghz cleanair

no ap dotll 24ghz rrm channel cleanair-event

ap dotll 24ghz rate RATE 12M mandatory

ap dotll 24ghz rate RATE 9M supported

ap dotll 24ghz rate RATE 18M disable

ap dotll 24ghz rate RATE 24M disable

ap dotll 24ghz rate RATE 36M disable

ap dotll 24ghz rate RATE 48M disable



ap dotll 24ghz rate RATE 54M disable

ap dotll 24ghz rate RATE 6M disable

no ap dotll 24ghz rrm channel cleanair-event
wireless client band-select client-rssi -80

EEPIREE 802.11bg

ap dotll 24ghz rrm txpower min 7

ap dotll 24ghz rrm txpower max 30

ap dotll 24ghz rrm tpc-threshold -70

ap dotll 24ghz rx-sop threshold -82

ap dotll 24ghz rrm coverage data rssi-threshold -80
ap dotll 24ghz rrm coverage voice rssi-threshold -80
ap dotll 24ghz rrm coverage level global 3

ap dotll 24ghz cleanair

no ap dotll 24ghz rrm channel cleanair-event

ap dotll 24ghz rate RATE 12M mandatory

ap dotll 24ghz rate RATE 9M supported

ap dotll 24ghz rate RATE 18M disable

ap dotll 24ghz rate RATE 24M disable

ap dotll 24ghz rate RATE 36M disable

ap dotll 24ghz rate RATE 48M disable

ap dotll 24ghz rate RATE 54M disable

ap dotll 24ghz rate RATE 6M disable

no ap dotll 24ghz rrm channel cleanair-event
wireless client band-select client-rssi -80

{EEFIREE 802.11bg

ap dotll 24ghz rrm txpower min -10

ap dotll 24ghz rrm txpower max 30

ap dotll 24ghz rrm tpc-threshold -65

ap dotll 24ghz rx-sop threshold -85

ap dotll 24ghz rrm coverage data rssi-threshold -90
ap dotll 24ghz rrm coverage voice rssi-threshold -90
ap dotll 5ghz rrm coverage level global 2

ap dotll 24ghz cleanair

no ap dotll 24ghz rrm channel cleanair-event

ap dotll 24ghz rate RATE 12M mandatory

ap dotll 24ghz rate RATE 9M mandatory

ap dotll 24ghz rate RATE 18M mandatory

ap dotll 24ghz rate RATE 24M mandatory

ap dotll 24ghz rate RATE 36M mandatory

ap dotll 24ghz rate RATE 48M mandatory

ap dotll 24ghz rate RATE 54M mandatory

ap dotll 24ghz rate RATE 6M mandatory

no ap dotll 24ghz rrm channel cleanair-event

no wireless client band-select client-rssi

17
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RFAEIREMIEN, 1E=T “Finish” (5EAL) -

Configuration Setup Wizard

v General Settings

Deploymeant Mode
Country

Date

Time / Timezone
NTP Servers

AMA Servers

Wireless Management Settings
Port Number

Wireless Management VLAN
Wireless Management IP
Subnet Mask

Default Gateway

1Pvé

V' Wireless Network Settings

standalone

us

03 Oct 2018
10:35:12 / India
10.21.121
9.12.12.22,1022.22.12

GigabitEthernet2
88

88.12.12.11
255,256.256.0
88.12.12.1
FD09:9:2:49::1/64

Network Name: Network Type Security
wian1 employee personal
guest guest authbypass
« 4 1 b » 10 v | tems per page 1-
' Wireless Network Settings
Network Name Network Type Security
wiani employee persanal
guest guest authbypass
4 4 1 » M | io v"
“ Advanced Settings
Client Density Typical
RF Group Name default
Traffic Type data and voice
Virtual IPvd Address 182021
AP Certificate
Generate Certificate Yes
RSA Key-Size 2048
Signature Algorithm shal




F14 REBT—FKIETREE “It may take a minute to apply the configuration. You will be logged out and asked to login

again. Are you sure you want to proceed?” (MFBETRERE—ni. RASBETHEHAEREERNER,
ERRERME?

It may take a minute to apply the configuration. You will be
logged out and asked to login again. Are you sure you

want to proceed ?

R “OK” (HAE) MUNARKIRE, TAEHREHE RAPREENERTRRETSIRETEITHES,

ELEFRTERE

TEERREERETEENTERERE XA IR R, XL REZTEAME. EX VLAN, ACL# QoS F

RIS AN IR RE BHE, RARIRBEHNEERNERIREIZENARIRIONE, EXNRLAFRZERN. RERETL
BEARNESGR, ARDEKEE. RF MERmE.

‘I
it \ EEERE ] ',",_-—-.‘ i l"‘ RE \ RFEE \
1 pwan | . ] r i il mExE \
L B 1 W R !
X I L | 7,7
1 e '—’;/ ) lI \\ 3 o 'II' : \\\ - :" RF \\ l'
\ o) \ \ / 1 = 3
\ o B - \ : 4 _ \ { mExs 1
3 \ e LN ety 1 \oosalz S
\\ N "I ) \__‘ e \\ N s
N b, s L —— LN i
N 2 ~ #
i PO ’ N
P i S
1: """" '~ \\
L/
SO e wREEN
[ AA H \
1\ EEx#E [ ____ \
i flemmee Y
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WIRELESS SETUP

WLAN Setup Flow Overview

Start
This screen allows you to design Wireless LAN Configuration. It involves creating S
Policies and Tags. Once the design is complated, they can be deployed to the
Access Points right here. Tags & Profiles
DESIGN PHASE
o | WLAN Profile
Tags & Profiles
|
T T 1 =
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I Tag APs
Select APs and push configuration to them (i ] | RFTag ¢
Appl
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Tag (i} | Tag APs =
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WLAN Policy, Policy Profile
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Radio Policy - Radio Characteristics
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Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves creating
Policies and Tags. Once the design is completed, they can be deployed to the
Access Points right here.
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This screen allows you to design Wireless LAN Configuration. It invoives creating s
Policies and Tags. Once the design is completed, they can be deployed to the
Access Ponts ight here. Tags & Profiles
DESIGN PHASE
'WLAN Profile =
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Goto st View
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WPA2 Policy v
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=

) | AP Join Profile
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Apply
) | Tag APs =
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Tags & Profiles
) | WLAN Profile
o | Policy Profile +
Py | PolicyTag & +
o
[ I Flex Profile +
) i Site Tag L4
o RF Profile
o RF Tag ¢ +*
Apply
) | Tag APs
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1 0 . WLAN 1D

2
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o | Policy Profile
o | PoicyTag @
o i AP Join Profile
o | Flex Profile
o ! Site Tag 6| =
o RF Profile
Apply
[} | Tag APs

+ Ad

Site Tag Name
default-site-tag
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—
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Add Policy Profile
Mobility Advanced

General Access Policies QOS and AVC

© Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

LocalSitePolicy
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ave & Appl

Add Policy Tag
Name*
Description 1 Description
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N ol General Version
Nurmber of AP(s):
admin AR Name* WLCA2-AP3700-Rom Primary Software Version 16623054
AP Name v AP odel v BassRadoMAG v APMode v Staus c
Configuration 1
€WWL042-AP1-Giassroom AR-APB02I-B-KS Loca Enabied R Location® defau location o et A
WLCE2-AP2-Dom AR-APIB021-B-KS Loca Ensbiog B
Administration Precownloaded Version N/A
WLC42-AP3-DiningHal AR-APIB021-B-KS Loca Enabled Rl Base Radio MAC
€WL042-AP3700-RemateGassioom AR-GAP3702E-B-KS Flex Enabled Z Next Retry Time NiA
3’ Troubleshooting Ethernet MAC Y
o 1 0.
: Admin Status Enabiad % Dot Veesh 280
. 108 Version 15.3(20171130:145124)%
Radios 802.11a/n/ac AP Mode Flex
Wini 10S Version £2.105.100
Operstion Status Registered
Radios 802.11b/g/n
Fabric Status Disabled 7 Cony
Dual-Band Radios Tags 1P Address. 172.20220.183
‘ Static IP
Country Policy defaut-polcy-tog | v
Time Statistics
site Remoiesie .
T v Up Time 4 days 22
B deftt e g s 56 mins.
Gortroller Associated Time 4 days 21
s 6 mins
56 secs
O Cancel Update & Apply to Device

Fafigid Sn i {THMCE, AP EahAEE#EA FlexConnect #83,
BSIRIC AP

(FIi%k) @ITFE Configuration (ACE) > Tags & Profiles (FREBFIECEI ) > Tags (I5¥) TIETE MAC it
U, FTLABRSARIC AP



Associate Tags to AP x

AP MAC Address* Enter MAC Address
Policy Tag Name default-policy-tag | v
Site Tag Name default-site-tag

RF Tag Name . default-rf-tag

© Cancel

i

=! Save & Apply to Device

FcES5Th/a, SSID #&7Tial 1%, F ERERNABUERE i,

H it ERARGIRG

ERAANHE B ERE I RERE T IUKIME LR EA RG],

1.

2.

3.

4N, FILUERMN T EFTRAVECE XA ST E A U T ERIWE R FRIEE:

RTFAEMFTRIE XSEE A SSID
BEMRE &A% SSID

FT VLAN [RER B E X% HRE
RE., HENMBESHEATE X RF HHE
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(G

ajalalojolololojo
ajajelclojojojojo
7 e

— xgssD__ ] )
BRIAEREED B S 1
SRIARRE B S 1
ERIAEIRATE V1% SSID |
L AN BERRRESE )
BRIAIG AT KA AP NS ST
#%= RF 455 B RF 4% =2 RF 7%

FILAE AR T B RAIVBC B AR e AT U T ERN it R TEVMEHE:
1. FiusSEBR EERERY “FE” @A SSID

2. FrEuhimiE" SSID #BR A A E RIS

3. TitENEE/lex-grp #R BB

4. FTEIAREBNEFHERNLG RS

5. REIEMHEIR AP FEANERY RF KE

6. ihm 203 RAF “IHE” SSID

7. BIYHBIUESRSE

8. 1BA SSID EERARTE T RISV
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B 1 W 2 I 3 X

IHARTAER N IHARN TR IhR A TLEEHE
,’ ----------- (R Mo Bk K My i -~ ,’ ___________ ~
£ [ @ @ ‘l | @ @ ‘l
1 B 1 i 1 1
| B 1 1 1 '
1w 1 1 1 1
| 1 1 1 :
{40 1 1 |
1 1 1 1 1
1 \ I \ !
1 AL s on e A, B s P e e o e S 4
1
1
\ B RF R
\

R 2 T ihm 3 iR

[ s WAN A&

IE WLAN s 2 HIE WLAN s 3
REXH REERCE S E REEAE REXH REERCE S iF

1A% WLAN UES HE WLAN S
EEXH EEXH ECEXM EEXH

Aire0S F| Catalyst 9800 T2 HI 22 HTER

T8 Web TH

TR I ERHEBREE, S AircOS FEBHEIRA Catalyst 9800 TTLITHISRA0FEMBIER, TR TATRAER TAS
9800 Web Ul YR AR T E., BRTHA AireOS EE®MS ((EAXHS T TFTP fR$ES) AP AR (FIA

“show run-config” %) o

PR

E1H MR AireOS 1ZHIBRE IR 4
a) RHECESHE TFTP fR552%
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Save Configuretion | Fing  Logout  Refresh)

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEECBACK

Commands Upload file from Controller Clear Upload

Download File e | Conhguration i (—o J
Uplsad Fils Configuration File Encryzion
Reboot "
rmnster Made TETF (—9 -
Config Boot

Scheduled Rehaot Servar Details

Resst b FRCtOry 12 Addrace; [y 1p4E) 172.30.229.7 (—0
Default

File Path !
Set Time
Logli s File KA WILAs(ECanfiguration File
n Banmer

b) M AireOS 1= #lI28 LRSS ITREER “show run-config” < i FRIG HE HI BI04

g2 KBEEXHNES “show run-config” S LHHINHFIANLE, WNTEMT, RE~RE “Migrate” (EB) .

Config Translator ~ Statistics
cisco =

Translate AireOS Wireless Controller configuration to Catalyst 9800 Wireless Controller

Select a file from computer

Choose a configuration file to upload

AP Migration

Choose the file with “show run-config” output €9800 Host Name 92800 Host Name C9800 Management IP CO9200 Management 1P

g3 SAREAHETAEXUTEENREAGENE:
L. X RIHERRRECE
2. YEIRAFZFWEE
3. R Catalyst TELITHISWLAIIMREPEFA. SR ERNEE
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B4y

silialie
cisco
Transiate AreOS Wireless Controller configuration to Catalyst 9800 Wireless Controlier

Select a e from computer

File Namo: o w1252t
Fri Oct 052018 11:01:52 GMT-0700 (Pacifc Dayilght Time)

AP Migration

[T, L s e x| WL Marapeece i 405 rgerer = [T

Total Configs Supported Not Supported Not Applicable &
2474 2017 (81.53%) 405 (16.37%) 52 (2.10%)
Mappect 1895 Unmappec 122

Total Config Distribution

Command Status

BxpontoCSV | | Expontto Excel

+ Supported : Mapped Gantigs
4+ Not Supported Gonfigs
# Not Appiicable Contfigs

XEEE WA BUEE CSV 3% Excel e S LU H—S 7. FILUEBFF “Supported: Mapped Configs” (32#%:

ERRETHVECE) . “Unsupported Configs” (RZFFHIBCE) 1 “Not Applicable Configs” (FNERAMECE) XN

+, AR CLI BFA5IR, S TEFIR.

BT LAY “Translated” (E%%#2) . “Unsupported” (A3Z#5) F1 “Not Applicable” (FiEFH) 2B PIMER
BEFMANME, NTEFRT

[+ supsorted : Mapped Confios ]
=z |
‘Supportsa  Mappes

‘Supported : Mappad
Supported : M tapped
‘Supported : Mapped
‘Supported : Mapped
Supported : Mapped
‘Supported : Mapped
‘Supported : Mapped

Supported : Mapped

confi 802.11a roam - param:

AP IBEH XA SEER AircOS 2528 _EITUER AP T EI BT Co800 ZHIZRAIEFIR, FEMBY
EE X R AE AireOS G {THRE.

AP Migration

Choose the file with “show run-config® output  Reti iyl L LR ek L] C9600 Management IP 172.20.226.145 Show Migration Output File

File Name: sample_show_run_original.txt

1ZT AN CLLHEHNEREREHRNEE, EhEsERRMEENBNG ArcOS KB (RIEHH “!” £F
=) . THEERRWEE, ERXFEA. BE. P MKOESE, FESE@BR C9800 I=H38_EER M.
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Output File

T R R R TR

! Interface Configuration
!'!IIIII'IIII!_II‘III“_II'II i (RLLLLIRRLELT IR LIS

iy

! config interface create interfaceG7 145
! config interface vlan interface67 145

! config interface address dynamic-interface interface&7 10.227.115.10 255.255.255.0 10.227.115.1

vian 145
name "interface&7"
no shutdown
interface vian 145
deseription “interface& 7"
ip address 10.227.115.10 255.255.255.0
ne shutdown

! config interface vian management 64

! config interface address management 9.1.64.50 255.255,255.0 9.1.64.1

vian 64
name "managemeant”
ng shutdown
interface vlan 64
description “management”
ip address 9.1.64.50 255,255.255.0
na shutdown
'
! config interface create pkint86 86
! config interface vian pkint86 86

! config interface address dynamic-interface pkint86 86.5.9.5 255.255.255.0 86.5.9.1

! config interface dhep dynamic-interface pkint86 primary 9.1.0.100

vian 86
name “pkint8g"
na shutdown
interface vlan 86
description "pkint86*
ip address 86.5.9.5 255.256.255.0
ip helper-address 9.1.0.100
na shutdown
'
! config interface create pkint@3 93
! config interface vian pkint93 93

! config interface address dynamic-interface pkint93 93.4.5.50 255,265 255.0 93.45.1
! config interface dhep dynamic-interface pkint93 primary 9.1.0.100

vian 83
name "pkint83”
no shutdown

BETEMNXHEZ 9800 124233 TR E T,

T s i

it Lol i
T2Dram P 4—0
ks B i ]
e 3 (—9
EER «—O
Ceeee; w

=m0
@

#




Aire0S B E %23

AireOS BL B35 T AN B TEHISS ISR, 3518 AireOS BB TR BE! Catalyst ToL&IEHISEE D, EifinlizT
B, 5% 3| “Configuration” (ALE) > “Services” (RS%) > “AireOS Config Translator” (AireOS ECE45228) .

B Interface & Services
Logical Aire0S Config Translator

B Dashboard Ethernet Application Visibility
Wireless Cloud Services

(2) Monitoring <L Layer2 Citstony /0 ek
= : I0x
fi i i Multicast
uiticas
Configuration Ve
NetFlow

= : VTP
Administration Python Sandbox

Radio Configurations QoS

’ Troubleshooting CleanAir RA Throttle Policy

High Throughput Tags & Profiles
Media Parameters
Network

Air Time Faimess
AP Join

Parameters
Flex

RRM i
Policy

) Routing Protocols RF
OSPF Tags
Security Wireless

AAA Access Points
ACL Advanced
Advanced EAP Fabric

PKI Management Media Stream

Local EAP Mesh

M AireOS 2123, BECESHE] TFTP RSB[HERZ IR LEXH, MTEMT. ZITAMN CLIAHNERAERER
HAECE, EhESERRMEENBNG ArcOS KB (FIEHH “I” fF5) .
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AireOS Config Translator

. Select and Upload the AireOS Config file Total AireOS CLis-5222

17.54 % (CLIs 918)
[ air1252g-confg.dms v

Here's your Target Configuration

| Translated Config v ._

\

- 82,46 % (CLls 4306)

i

terface create wian-e 8
!interface vlan wian-e 8
! interface address dynamic-interface wian-e 130.83.39.251 255.255.254.0
130.83.39.254
! interface dhcp dynamic-interface wlan-e primary 130.83.22.64 secondary
130.83.22.68
|vian 8

W Translated CLIs ® Untranslated CLIs

| no shutdown

interface vian 8
description " wlan-g"
ip address 130.83.39.251 255.256.254.0
ip helper-address 130.83.22.64
ip helper-address 130.83.22.68
no shutdown

|

! interface create wlan_darmstadt 599

|!interface vian wian_darmstadt 599

AREFUKEESHAXXHEH#TER, FINERBAEE, Pt (NEER) MKOFMAESR, HEENATIRE
ETEE. AMNHEERERREE SREREENANMER

AP ERISIEFRYURAINEE, RERMIRAR AR IEN 50/,

AireOS Config Translator

& Select and Upload the AireOS Config file i} Total AireOS Clls-5222

17.54 % (CLIs 916)
[ air1252g-confg.dms v \
Here's your Target Configuration

‘ Unsupported -

802.11a cac video cac-method static
802.11a cleanair alarm unclassified threshold 1 N\

802.11b cac video cac-method static - 8246 % (CLIs 4306)
802.11b cleanair alarm unclassified threshold 1

advanced 802.11a packet bronze max-client-count 0

advanced 802.11a packet bronze max-packet-count 0

advanced 802.11a packet bronze max-retry 0

advanced 802.11a packet bronze timeout 0

advanced 802.11a packet gold max-client-count 0

advanced 802.11a packet gold max-packet-count 0

advanced 802.11a packet gold max-retry 0

advanced 802.11a packet gold timeout 0

advanced 802.11a packet platinum max-client-count 0

advanced 802.11a packet platinum max-packet-count 0

advanced 802.11a packet platinum max-retry 0

advanced 802.11a packet platinum timeout 0

advanced 802.11a packet silver max-client-count 0

advanced 802.11a packet silver max-packet-count 0

advanced 802.11a packet silver max-retry 0
\advanced 802.11a packet silver imeout 0

W Translated CLIs B Untranslated CLls
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£/ Prime Eflli&HE 3.5 #ITER

Prime EAHIRHE 3.5 FIATRHIAR] AireOS {ZHIZ2EBEIFHIER} Catalyst 9800 LT HIZR, KIMXLIRE (AireOS F
Catalyst TESEHIER) FREEZRIME Prime FIMBIRERIEEFT, FAILOEERERTR AireOS 26128, F&I TETHR
W IS HR & TS5 3 BfriEts.

EFERN Bin T H 28

MEMZE G, EEFREIBRIR AireOS T LAN {2485, AAMIRESD, SEFRENACKREBENTET S, <
& “Fetch Config” (FREXECE) LAM AireOS 12|28 RENGFANGITEC E.

AQnN rool - ROOT-DOMAIN L3

A Configuration / Wireless Technologies / AireOS Config Translator eowmO
Choose Source Verify and Update Config
Select a Source AireOS Device Selected 1 /Total2  (J L* -~ Select a Target eWLC Device Selected 0 / Total 1 (J L3 +
o Sl v on [ Gk Fiter .
Device Name ¥ Device IP Address Product Type Software Version Device Name ¥ Device IP Address Product Type Software Version
(®  admin 9.60.61.20 Cisco 3504 Wireles 8.8.1.99 O ewc I 9.60.88.82 Cisco 9500C Cloud 16.10.20180928:113414
O ss20-wLC 10.225.117.131 Cisco 5520 Series 85.135.0

Fetch Config

RENECER, REEIRRETTIAR AireOS BLERRA Catalyst 9800 iE.

A Configuration [ Wireless Technologies / AireOS Config Translator eowQ
L ]
Choose Source Verify and Update Config

© Supported ' UnSupported

802.11a 1inSupp
802,113 11nSUpRoFt a-mpdu tx schedul
802,11 1nSupport a-msdu
802.11b n rames 3
802,178 11nSuppx

rnr%m

802,11 TInSupps

802.11a MaSupport ms tx
802 11a 1inSupport mcs 1x 9 disable
802.11a beacon range 0

802,112 rx-50p threshold default default

802,11 cca threshold 0 default

802 11a mu

802.11a multicast data-rate 0 default

Accept to deploy the Supported config to eWLC device.
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RN ENEL. HEWE. 1P NiKO

MR ER A ERRNEES A HNEENBE L. BERNEE R REAMBIXARIES.
O ik Prin

A Configuration / Wireless Technologies / AireOS Config Translator eocwn

Choose Source Verify and Update Config

© Supported  UnSupported

1 RF Tag Configuration

Translation Summary

IeXCAOMRCH Group detaut-flex-group add
o radi

69736
0 radius &p sutherity info Cisca
3 0 radius ap server-key <hiddens
ia EF_detault-fiex-group

it profie: fc-grp=dafault-flex-groun®
3610000000000000000000000

802118 1ISuppET a-msd max-lengih Bk

802.11b 11nSupport a-msdu max-length Bk e ar
fault-lex-group.

802118 1inSupport mcs tx 8 disable D £an:Ias! EF_detault-flex-group

802,118 TinSupport mes t 9 disable

802.11a musticast data-rate O default 1 Attaching tags to AP

Accept to deploy the Supported config to eWLC device.

Doplay

BECRRMEENNECE
ZIBASERAETEANESD, EAENZNEFMEN, ABAFREHRAAN. ATETRIXERE,

EfZR

ERARRBRAPFikE. TRORNRER, Ko “Accept todeploy” (1EZEE) Ei#tE, AR/RE “Deploy”

(&) .
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© Supported UnSupported

! Wehauth Global Configuration

LT LB L LR LR

I

LLERLERARERLYL] RIS L L B U LR UL L UL LT
! wlan creata ‘I3504-kukri 3504-kukri
! wlan enable 1
! wlan band-select allow disable 1
1 wlan lcad-balance allow disable 1
! wlan security wpa disable 1
! wlan security wpa akm cckm timestamp-tolerance 1000 1
! wlan security ft adaptive enable 1
1 ylan security pmf saquery-retrytimeout 200 1
! wlan security pmf association-comeback 11
! wlan assisted-roaming dual-list disable 1
! wlan assisted-rocaming neighbaor-list enable 1
! wlan assisted-reaming prediction disable 1
! wian bhss-transition enable 1
! wlan hss:transilian disassociation-imminent pproam-timer 40 1
! wilan hss-transition disassociation-imminent timer 200 1
! wlan hssmaxidle enable 1
! wian dms enable 1
wian 3504-kukri 21 3504-kukri
no security wpa
security ft adaptive
security wpa akm cckm timestamp-tolerance 1000
% no load-balance
no band-select

Accept to deploy the Supported config to eWLC device.

HETWE, RASHEERXE BirT&EH .

ITLTUULEPL=I=I"40u ~|# LELICL J:.00.00:0&
Trying 9.60.88.82...

Connected to 9.60.88.82.

Escape character is '*]°'.

User Access Verification

[Username: cisco
[Password: I

admin>show wlan summary

Number of WLANs: 11

WLAN Profile Name SSID Status
1 123213 1234567 up

2 Dotlx_LWA Dotlx_LWA DOWN

3 test_none_16_10 test_none_16_10 DOWN
4 wep_new wep_new DOWN

5 new_dotlx_test new_dotlx_test DOWN
6 test_wlanprof aa DOWN

7 check check DOWN
10 8821x_16_10 8021x_16_10 DOWN
14  wep_test wep_test DOWN
21 3504-kukri 3584-kukri up
Number of WLANs: 11

WLAN Profile Name SSID Status
55 ttt ttt DOWN

Deploy

51



(FIi&E) FIBAERL 9800 Catalyst TEIEHIZRh KIS, HEIEAXLERIGICE N AT B thITkizHlaz.

A Configuration / Network / Network Devices

Device Groups / Device Type
Wireless Controller

Device Groups .
Selected 1/Total3 (7 % 3~

+v |/ X | Adminstate w Syne Groups & Sites ¥ Reboot v Download ¥ () Show | Quick Filter %
X Save Config to Flash
O Admin Status DeviceNa.., 4  IP Address/DNS Device Type ware Ver...  Inventory Collection Tim...  Last
Discover Tegjplates from Controller
All Devices
Templates lied to Controller
 Device Type i e
» Unified AP N Managed 5520 10.225.117.131 ] Cisco 5520’5,  AuditNow 350 04-0CT-18 23:47:36 Com
. Update Credentials
» Wireless Controller -] Managed admin 9606120 Cisco 3504 W, oome S 04.0GT-18 23:47:36 Com
» Location Managed ewic 9.60.88.62 Cisco9500C .. NotYelCo... Failed 16.10201800...  05-OCT-18 04:48:24 SNM

User Defined
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